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IHE e COVID-19 Pandemic: a Global need for an immediate response
euroPe | 15-1/ JUMNE 2021

* In the last months, all countries had to overcome several unprecedented issues
Ensure the care of all citizens

Fund the development of new therapies and vaccines

Re-organize healthcare processes

Introduce new global processes and workflow

 Managing the vaccination cycle and handle the citizen’s mobility was key
« This resulted in fast tracking through new digital transformation tools the cycle of

vaccination

« Digital vaccination certificates initiatives
« EU Covid-19 digital certificate, WHO SVC, VCI, DIVOC, etc

« There is a need for a global consensus on all those platforms
« Mutual recognition of certificates

« Common data types and information exchange models
« HL7 FHIR
 |HE IPS profile
« openHIE Architecture
 |HE Test tools for conformity testing and assessment
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IHE What is the EU COVID 19 Certificate
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BE-lelecom 8] alill d
A Digital Green Certificate is a digital proof that
a person: Vaccination certificate

+/ has been vaccinated against COVID-19, or

v/ has received a negative test result, or

v/ has recovered from COVID-19.

MName DOE Joe
Date of Birth 1957-06-05

Dizease/agent SARS-CaV-18

- Dose 2/2
> Digital and/or paper format Vacgina C19-mRNA
A Med. product  Comimaty
» With QR code Manufacturer BioNTech
Date 2021-02-24
> Free of Charge Country Balgium

> In national language and English Certificate issued by: DIGITAL VERSION

BE national health service

» Safe and secure Certificate identifier:

W1-BE-1234567BASECD- 5678944

» Valid in all EU countries
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IHE _ Business Use Case
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Identification Vaccination : Data registration

I'he citizen 15 ldentdied The cibizen is The Vaccine provider registers
N =t g information about the vaccination event in
c by the vaccing promder vaconaled

a database (Immunisation Information

System)

Storage lssuance Certificate request
Ihe ctizen storas the The cilizen requests a cestificae

carbficate from a8 certilicate [ssuer

te

& = X
Verification request Presentation % Varification

Fhe venlier asks the clizen I'he citlzen presents the

3 . 1or the vacaination certficate vaccingtion cartincale

D0

to the vardiar
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IHE

EUROPE

Workflow

15-17 JUNE 2027

VACCINATION / CERTIFICATE ISSUED QR CODE ON
TEST /| RECOVERY AND SIGNED DEVICE OR PAPER
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CERTIFICATE: VERIFICATION
AUTHENTIC? VALID? OF SIGNATURE KEY VIA
EU GATEWAY
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|HE ~ Communication Overview
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National Publish/
Subscribe mechanismn

Digital Green Certificate Gateway

Distributed Data Storage

(L

API for Publish and
Subscribe
I P
—{7

verification informations
e ] QR Code Scan

Verifier Device

|
[

AB Multiple Countries
-E Green Certificate
A’ 5E
B Green Certificate QR Code
Verification Informations
P
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IHE
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The)WHO Smart Vaccination Certificate

Regular updates to the
global masterlist

Member State A

Issues a vaccine certificate

.
. oy

Copy of
global list

Global level
- TN
_ A = No health data is stored
T— here.
@)
*-.1}:_19,; WHO — » Global master list of
\—— Public Key member state public
- keys, revocation lists
\ +=0 DlrECtory & verification endpoints.

Regular updates to local
copy of global masterlist

- ~
»| Copy of
global list

Member State B

IR Validates a vaccine cerlificate

. vaccine certificate system

e P e _—
R Bilateral exchanges R
» Country PKI | possible Country PKI
system system
\.ﬂ______ R — __‘_,/

Public health authority
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IHE

WHQO amore cli
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The vaccine is administered
and the core datasetis
recorded on the SVC paper

Care Site @
- Core
w " DataSet [~

card.

Lells

Subject Health SVC
of Care Worker Holder
o , P it
Digitally-enabled care site? <> (v) | E
(N Point of Care
Y Digital Health Solution
[

1

Data Entry Personnel
(submits SVC data after the fact)

SVC: smart vaccination certificate; SHR: Shared Health Record

nical approach — vaccination only

Once a digitally “signed” record
of the core data set is persisted
at the PHA’s SVC Registry, the

SVC paper card can be verified.

B

Eslis

SvC
Holder

Optionally, a 2D (“QR”) barcode

E! can be generated that contains

. some or all of the core data set
in a machine-readable format.

[Op

Connected? =

_______

Q Public Health Authority
@ (PHA) SVC Registry

______

Shared Health Record
Repository (Optional)

© WHO



IHE AMarket Driven Approach the VCI
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develop

* (1) the SMART Health Cards Framework Implementation
Guide based on the World Wide Web Consortium (W3C) Verifiable
Credential and Health Level 7 (HL7) SMART on FHIR standards, and

* (2) the SMART Health Cards: Vaccination & Testing Implementation
Guide..

© VCI 9


https://smarthealth.cards/
http://build.fhir.org/ig/dvci/vaccine-credential-ig/branches/main/

IHE SMART Health Cards Framework
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Conceptual Model9]

~ N

Issuer Holder Verifier

Acquir ;
[ssues [ssue S Send Requests, Verifies
. Stores, Presents . .
Credentials Presentation

vy _.J

Adapted from Figure 1 of the W3C Verifiable Credentials specification

* Issuer (e.g., a lab, pharmacy, healthcare provider, EHR, public health department, or
immunization information system) generates verifiable credentials

* Holder stores credentials and presents them at will
* Verifier receives credentials from holder and ensures they are properly signed
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IHE Realizing Interoperability
e L EEEE IS about teamwork

Standards

Establish base
standards

Pre Production Tests Use Cases

Pre Production Testing of Identify Business Use

Pilots and operational Cases and derive key

deployments Profiles as global building
blocks

Projectathon Validation Connectathon Validation

Test implementations of each
Profile along with test tools

Combine Profiles to address

business use case for a
specific deployment project
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IHE ~_ Gazelle: for the overall testing continuum
euroPe | 15-1/ JUMNE 202

i Project A D ~ Project B >

Virtual Projectathons Virtual Projectathons
(Pre-production) (Pre-production)

I | I I
eHealth eHealth
Projectathons Projectathons

i i

P

i Products D

IHE Conformity
Assessment

IHE

Connectathons

Vendors Product

Internal Lab testing
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IHE Gazelle: Test Platform
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Tools
Developers

Connectathon
Conformity Asst. Adopters
Projectathon




IHE
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Standards, Profiles,
Nomenclatures

Integrating

drzrnir THEEE:-
LOINC

&@DICOM

SNOMEDCT

—

Gazelle-Ecosystem

Uses cases requiring
interoperability

Authoring tools
BL

Testing tools

AHL7FHIR © CTT
eHDSI test tools NISI-
N =

XDS Tools

ART-DLCOR® Open Tools

A T

Continuous development testing

Connectathons
Interoperability Conformity Assessment
framework repository Projectathons

Specific testing sessions

System implementing
interoperability spec.
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IHE The)central role of the Gazelle Platform
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Conformity :
Assassment Projectathon
IHE
Connectathon

IHE

GAZELLE

test platform

Deployment

Interoperability

Profiles specifications

Product Conformity
Development Assessment
IHE
Connectathon



|HE Gazelle Innovation Roadmap
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IHE Closing-Remarks
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IHE as an organization can provide support

* Building consensus and leapfrogging adoption
* IHE integration profiles and white papers
« Create reference testing tools for the SVC use cases

« Support all initiatives
« Matching user needs with vendors implementations
« Testing specifications — managing production testing

« IHE Services has integrated the SVC enhancements into the
Gazelle innovation plan
« Areference testing platform is under development

* Reuse of the reference testing tools for other use cases especially
for LMIC
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